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PROPOSAL TO RECEIVE A FRENCH RESEARCHER AS 
INTERNATIONAL VOLUNTEER 

 
Name of the laboratory – host institution 

NanoPhotonics Laboratory 
 
 

 
Name, address and telephone number of the person responsible for this proposal 

Dr. Jacob Scheuer, School of EE, Tel-Aviv University, Israel. Tel: +972-3-6407559 
 
 

 
Title of the research project in which the volunteer would be involved 

Ultra-Long Fiber lasers for secure key distribution 
 

 
Description of the specific research work, which would be carried out 

(Please feel free to enclose any documents you feel are relevant or necessary) 
Bacground 
Highly secure communication channels are essential elements for numerous present and 
contemplated applications, especially in the fast growing fields of e-commerce and e-business. To 
date, most of the secure point-to-point communication channels are realized by classical encryption 
methods which are based on a secret key shared by the two sides. The main Achilles’ heal of these 
encryption methods is that they require the two parties (Alice and Bob) to share a secret key before 
the secure communication can take place and in many practical scenarios this requirement is difficult 
to be realize. This obstacle, know as the key-distribution problem, has attracted much attention and 
much work has been devoted to resolve it. Quantum key-distribution systems (QKDS) represent a 
different approach enabling, in principle, secure key-distribution based on the laws of quantum 
mechanics. Although completely secure, QKD poses major technological and physical challenges 
which limit significantly the key-establishing rates and ranges to less than 150km. 
 
 
 
 
 
 
 
Project description 
The objective of this project is to develop a novel, alternative, key-distribution scheme based on 
establishing laser oscillation between the sender and the receiver. The proposed scheme consists of 
an ultra-long fiber laser (UFL) with Alice at one end and Bob on the other (see figure). Each of the 
two parties controls the reflection spectrum of one of the laser end mirrors while the communication 
link between them serves as the laser cavity. To exchange a bit, each party randomly selects a bit and 
encodes it (using his/her end mirror) into the laser. The lasing characteristics allow the two parties 
(and a possible eavesdropper) to determine only whether they chose identical or opposite bits. Since 
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each party knows his/her own bit they can deduce the other party’s choice and to exchange a bit. An 
adversary can only deduce whether Alice and Bob succeeded in exchanging a bit, but not to 
determine its value. 
Preliminary modeling of the laser output power at ω0 for a random sequence of bit selection shows 
that the power levels distinguish between correlated (A=B) and anti-correlated (A≠B) bits but cannot 
distinguish between the two anti-correlated bits possibilities. Thus, Eve cannot learn of the choice of 
mirrors by monitoring the power. A similar analysis of the lasing spectra of the four different states 
of the system indicates that the (1, 1) and (0, 0) cases can be distinguished by such measurement. 
These bits cannot be used to attain secure communication and are, therefore, discarded. The spectra 
of the anti-correlated bits (1,0) and (0,1) are found to be very similar though not identical. 
Nevertheless, the difference is very small thus compelling Eve to be able to distinguish between 
signals which are -40dB below the lasing power. These bits are, therefore, retained and are added to 
the key. Introducing additional filters into the cavity can reduce the difference between these spectra 
(and, therefore, Eve’s ability to get knowledge of the key) almost arbitrarily. 
In addition to simplicity, the UFL scheme also provides enhanced KER (compared to QKDS), 
especially at long ranges. The maximal key-establishing rate is given by fmax=c/20Ln. Note, that the 
key-establishing rate decreases as Log(fmax) ~ -Log(L) for the classical KDS while for QKDS this 
rate decreases as Log(fmax) ~ -αL. Thus, as the length of the link increases, the UFL scheme becomes 
more attractive. 

 
Background, knowledge and level required from the applicant volunteer (including languages) 

Knowledge in E&M waves propagation, experience with fiber optics and EDFA is an advantage. Basic 
familiarity with Matlab. Language – ability to communicate in English or Hebrew. 
 
 
 
 
Have you already identified a candidate? 
Name and email address of the candidate: 

No 
 
 

 
 

 

Suitable date for 
receiving the volunteer Duration of the stay Participation in the 

monthly allowance 

November 2008   12-24      months 750 euros 


